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What is new
In September 2016, in his State of the 
Union address, the President of the 
European Commission Junker stated 
"We need to be connected. Our economy 
needs it. People need it. And we have to 
invest in that connectivity now." 

In parallel the EU Commission released  
a plan to recast the EU telecoms rules 
– by proposing a new European Elec-
tronic Communications Code includ-
ing forward-looking and simpli  ed 
rules that make it more attractive for 
companies to invest in new top-quality 
infrastructures, both locally and across 
national borders.

The main goals of this could be seen in 
the vision to increase the competitive-
ness of the European market, to reach a 
better connectivity, access to informa-
tion for everyone and strengthening 
the European digital economy/digital 
society. 

It may be expected that the new Code 
would assume time necessary for its 
adopting and further going live – both 
institutionally and practically. In any 
case, the message to investors and com-
panies seems to have been sent.

In the meantime
The EU was busy introducing paths to a 
faster and reliable connectivity, such as:

 The plan for deploying the 5G systems 
- as from 2018

 The Open Internet Regulation – in ef-
fect as of 30 April 2016

 WiFi4EU investment program – aim-
ing at offering free Wi-Fi access points 
to citizens

 The amendments in Roaming Tar-
iffs – they have been constantly present 
around for the past few years and it is 
expected the fees for telco services to 
reach considerable uni  cation. As of 15 
June 2017 both outgoing and incoming 
voice calls, outgoing SMSs and data 
download will be charged at no extra 
roaming fee (same as domestic network 
price) when travelling in the EU.

The business and market response to 
the above may be seen in advertising 
campaigns. Beyond the surface it is also 
seen that telco companies consider in-
volvement of next generation technolo-
gies and business practices to attract 
subscribers. Investors follow the trends 
and are challenged with the crossroad 
of traditional  nancing and the new 
technologies/business practices.

Bulgarian telecommunications market 
Considering recent trends, it is to be 
shared that telco companies originally 
domiciled outside EU are looking for 
regulatory and market vehicles to enter 
the European market, including through 
Bulgaria.

Given the volume of the EU market, its 
structure and potential, such companies 
often choose comparatively new ap-
proaches – for example – by launching 
data transfer applications in EU member 
states, or by integrating proprietary IT 
solutions in certain segments of tradi-
tional telco markets. 

In any case, the ultimate goal is to effect 
a market penetration in the EU and a 
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point of importance for such com-
panies is handling their corporate 
governance/presence. Another 
point of importance is taxation of 
such investments – some com-
panies intending to cover the EU 
market have shared that being 
taxed 28 times does not give room 
to see the investment as a work-
ing one. 

Other companies (both EU and 
non-EU) look for traditional nich-
es using traditional investment 
methods – such as direct invest-
ment (by acquisition) or indirect 
investment (by placing their 
services portfolio at the existing 
telco infrastructure of operators 
already active on the market).
The described approaches are not 
exhaustive. The race for technolo-
gies, connectivity drivers, cus-
tomers and markets is so dynamic 
that the resourcefulness seems to 
be a leading factor in the current 
telco and technology environ-
ment. 

How to handle telco 
investment in Bulgaria

THE LICENSE

Telco investors need to know that 

regulatory concept of a license 
should be seen in two main direc-
tions:

 Traditional license – assum-
ing permission by the Bulgarian 
regulatory authority, or

 Noti  cation license – assum-
ing noti  cation to the Bulgarian 
regulatory authority.

Traditional and Noti  cation 
license/s might need to be com-
bined or only one of them might 
be required.

This would depend on the intend-
ed way of doing telco business. 
The regulatory framework ap-
plicable in Bulgaria contains a set 
of rules, whose adequate applica-
tion will result in a working plan 
specifying which type of license 
might be needed.

THE CONTRACTORS

Product and services segmenta-
tion of telco market, possible 
combination of telco services/ 
networks between contractors, 
and number of the regulations 
that may apply, would lead to a 
chance for contractors to become 

competitors, including within 
a contractually perfect environ-
ment. This has made us believe 
that resourcefulness and  ex-
ibility within telco contracting, 
although a regulated one, seems 
to be a vital factor in drafting 
and exercising telco commercial 
agreements.

THE DATA 

Data should also be seen in more 
than one regulatory direction. 
As a general rule content of the 
electronic communications is 
not regulated by the Bulgarian 
Electronic Communications Act. 
Upon structuring their data or 
content strategy telco companies 
should pay attention to regula-
tory aspects such as: 

 Compliance with personal data 
regulations – possible need of 
registration with a Data Protec-
tion Authority; possible need 
of a license to store or transfer 
personal data; possible need of 
maintaining databases following 
con  dentiality

 Compliance with copyrights 
– possible contracting, paying 
for and respecting copyrightable 

EU Commission released a plan to recast the EU telecoms rules by proposing a new European Electronic Communications Code.
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content transmitted in doing telco 
business

 Compliance with national se-
curity regulations – the best sign 
of such a compliance is when no 
national security of  cials knock 
on the door of a telco company.

 Compliance with possible 
access to or transfer of commer-
cially sensitive information – pos-
sible contracting or not-revealing 
commercially sensitive informa-
tion that might be subject to legal 
commitment

 Compliance with certain report-
ing obligations – provision of 
reports on data traf  c, connectiv-
ity, royalties. Depending on the 
exact type of telco business, such 
reports are due to the Bulgar-
ian Communications Regulation 
Commission and Personal Data 
Protection Commission. 

LAWFUL INTERCEPTION 

Intercepting communication by 
national security authorities was 
booming in Bulgaria in 2014, 
where several landmark cases 
were brought to justice before 
Bulgarian courts. 

It is known that criminal deeds 
pass through a data transfer ap-
plication, telephone conversation, 
SMS, email. In order to be able to 
cope with  exible criminal minds, 
authorities had to think of a way 
to catch up and intercept infor-
mation at the moment of it being 
exchanged. This is where the 
Budapest Cybercrime Convention 
came into place, presenting the 
lawful and unlawful interception, 
which were later implemented in 
national laws.

First step was to introduce legal 
requirement for cooperation from 
citizens/entities. By entering the 
Bulgarian market, a new com-
pany will be considered obliged 
to cooperate to the authorities 

with regard to revealing or pre-
venting criminal acts. Thus, the 
data transmitted through a data 
transferring application or email 
may be a subject to lawful inter-
ception. 

WHO AND HOW 

Lawful interception may be 
imposed upon request of several 
divisions at the Bulgarian govern-
ment. The main players acting in 
this regard are National Security 
Agency and Organized Crime 
Division/ National Police.

Most common reasons for lawful 
interception - revealed or poten-
tial threat to national security or 
accusations in corruption. Bal-
anced approach was sought when 
regulating lawful interception in 
order to avoid misuse of collected 
information and abuse of power. 
In case an of  cial request is 
placed an approval from Bulgar-
ian court should be provided in 
order to prove lawfulness of the 
requested interception.

POSSIBLE APPROACHES BY 
A TELCO COMPANY IN CASE 
OF LAWFUL INTERCEPTION 

When being approached by an 
authority to provide access to 
data transferred at least two 
issues appear - is my business 
endangered and how can I be 
sure that the requested intercep-
tion is lawful. In addition, such a 
company will have to protect its 
reputation before clients with re-
gard to the security of their data.

The business is usually not en-
dangered. Data companies make 
sure to stay on the safe side and 
exclude their liability with regards 
to traf  cked contents. If this is 
the case, a company would not 
be subject of liability. Reputation 
may be guarded by cooperating to 
authorities and making sure that 
requested access for interception is 
in compliance with the laws.

UNLAWFUL INTERCEPTION 

The right for con  dentiality of 
communication is integrated 
in the Bulgarian Constitution. 
Interception and limitation of 
such rights are allowed as an 
exception. Unlawful interception 
would be any act done in devia-
tion from the requirements for 
performing an interception.
 
Unlawful interception may have 
an impact on any sphere of life. 
For example, back in 2015 the 
notorious Ashley Madison data 
breach has brought problems to 
many US families. In addition, 
a pro  table dating website was 
broke-down. Most recently, in 
September 2016 a prominent web 
company announced an intercep-
tion of traf  cked data, leading to 
a leak of personal information. 

PROTECTION AGAINST 
UNLAWFUL INTERCEPTION

Mechanisms for protection from 
unlawful interception are certain 
criminal regulations. The dynam-
ics of data traf  cking business, 
however, make legal mechanisms 
slow and in most cases ineffective 
for protection of data and reputa-
tion.

Practical approach in such cases 
is encrypting the connection 
between devices involved in data 
traf  cking. Such approaches are 
often taken from cloud structures, 
providing needed cloud privacy - 
the risk for unlawful interception 
will be held at minimum. 

Some data traf  cking companies 
provide a higher level of pro-
tection by encryption through 
randomizing and automatically 
changing encryption algorithms, 
which protect the information, 
making it practically impossible 
for a third person to intercept 
the traf  cked data without the 
knowledge and permission of 
traf  c service provider.


