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By Daniel Corcoran, International General 
Counsel of Marchex, Inc. and Mitko Karush-
kov, Partner, Head of Technology Media and 
Telecommunications, Kambourov & Partners, 
Attorneys at Law

What is new

The European Court of Justice (“the 
Court”) answered an open question 
about the nature of dynamic IP addresses 
and how they may be considered per-
sonal data on Oct. 19, 2016. 

It is in the context of rapidly advancing 
sorting and identifying technology, com-
bined with an abundance of individual 
data points today, that the Court consid-
ered the case of Patrick Breyer v. Federal 
Republic of Germany.  

In practical terms, the judgement of the 
Court means that when a person accesses 
online content made available to the pub-
lic by an online media service provider 
the “log  le data” of such access shall 
have the regulatory nature of personal 
data. The key point here is the access to 
have been made through a dynamic IP 
address.

Background

An IP address is essentially an identi-
 er related to a device, whether a com-

puter or phone. This address is used by 
electronic communications networks or 
Internet service providers to allow ac-
cess and deliver services. An IP address 

can be static or dynamic. The static IP 
address is often a single identi  er that 
may be assigned to a device; its persis-
tent nature allows for easy identi  ca-
tion of a device and an individual and 
is mainly considered personal data as a 
result. 

The European Court of Justice already 
stated in 2011 that IP addresses “are pro-
tected personal data because they allow 
those users to be precisely identi  ed”. 
This statement of the court, however, 
addressed the IP addresses from the 
perspective relating to Internet service 
providers. 

The extension made by the 2016 judge-
ment of the Court is that now it will be 
online media service providers, which 
shall consider the dynamic IP addresses 
as personal data.

The dynamic IP addresses are constantly 
changing and may be less easy to as-
sociate with a device and therefore an 
individual. This approach would appear 
to be an effective means of masking the 
device or individual and therefore avoid 
collection of personal data in the process 
of providing services. 

The status of Dynamic IP 
addresses as of 2016

In the case ruled by the Court in 2016 Mr. 
Breyer challenged the German govern-
ment’s practice of logging the dynamic 
IP addresses of persons accessing its 
websites. It was claimed that this col-
lection amounted to the improper use 
of personal data:  dynamic IP addresses 
when combined with additional informa-
tion, could be used to identify an indi-
vidual.  

The question before the Court was 
whether the European Directive must 
be interpreted as meaning that an IP ad-
dress which an online media service pro-
vider stores when its website is accessed 
already constitutes personal data for 
the service provider if a third party (an 
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access provider) has the additional data 
required in order to identify the person 
accessing the website.

The Court relied on a fact-based ap-
proach in considering the nature of 

the data and also clari  ed 
whether online services pro-
viders have the opportunity 
of potentially identifying an 
individual and whether it 
has the legal and practical 
means to do so with ad-
ditional data from a third 
party.  

The Court ruled that dy-
namic IP addresses may 
constitute ‘personal data’ 

where a third party possesses additional 
data relevant to identify the individual 
and this third party (e.g. Internet service 
provider) can be legally and practically 
asked to provide this additional data. 
The combination of data must be by a 
“means likely reasonably to be used to 
identify”’ the individual.   

Practical aspects

Online content operators, providers 
of mobile apps, third party cookie IDs 
should review and possibly adapt their 
practices and contractual frameworks 
from the perspective of the Court ruling. 
It is irrelevant whether these companies/ 
organizations are private, public or gov-
ernmental.  

Individuals accessing public online con-
tent should be aware that traveling with 
their laptop away from home/ of  ce or 
selecting a random connectivity network 
on their device would lead to their poten-
tial identi  cation.

EU Member states shall need to com-
ply their regulations and rulings with 
regards to the dynamic IP addresses.

Approach in the United States

As a point of comparison, in the US, the 
Federal Trade Commission (“FTC”) has 
provided some guidance through public 
speeches and statements.  In April of 
2016, Jessica Rich, Director, FTC Bureau 
of Consumer Protection wrote: “We 

regard data as “personally identi  able,” 
and thus warranting privacy protec-
tions, when it can be reasonably linked 
to a particular person, computer, or 
device. In many cases, persistent identi-
 ers such as device identi  ers, MAC 

addresses, static IP addresses, or cookies 
meet this test.”

The FTC has avoided making any formal 
or strict characterization of browser and 
device identi  ers as “personally identi  -
able” information for purposes of Section 
5 of the FTC Act.  A number of Federal 
Courts have ruled in ways that would 
make such a statement dif  cult.

Nonetheless, recent pronouncements 
and evolving guidance reinforce the 
statement about linkage to speci  c indi-
viduals.  In its 2012 Report on Protecting 
Consumer Privacy in an Era of Rapid 
Change, the FTC concluded that privacy 
protections apply “even if the individual 
pieces of data do not constitute Person-
ally Identi  able Information, “as long as 
the consumer data “can be reasonably 
linked to a speci  c consumer, computer, 
or other device”.

Similarly, in the FTC’s 2013 amendments 
to the Children’s Online Privacy and 
Protection Act, the FTC de  ned “per-
sonal information” to include “persistent 
identi  ers," such as IP addresses, but 
only when such persistent identi  ers are 
used to track users over time and across 
websites or online services.

Essentially, the FTC can be expected to 
analyze the facts: In cases where the IP 
address can be combined with other in-
formation to recognize a speci  c user, the 
IP address would likely be treated as per-
sonally identi  able information.  How-
ever, Ms. Rich con  rms that no change 
has been made to the FTC position “all 
forms of personal information don’t need 
the same level of protection” and that the 
protections should be “appropriate to the 
risks”.  

This  exibility allows providers to con-
sider the facts and purposes; In the US, 
companies should be able to handle IP 
addresses and other persistent identi  ers 
differently than other more transparent 
types of personal information (such as 
names and addresses).
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By Tatyana Takeva-Pountcheva, 
Intertek Programs Manager

Have you ever looked at a label of 
food products, clothes, electrical 
equipment and wondered "Where 
was this actually produced?" I am 
sure you did 
and please, be 
welcome to the 
new world of 
supply chains.

Think for a 
moment of 
your company's 
supply chain 
and what you 
know about it. Is it a distant place 
where somebody does something 
to help you meet customer re-
quirements, but you do not know 
who does what? Do you know 
where your supply chain actually 
is and how secure it is so that you 
could rely that it will function as 
needed to ensure your company 
keeps its market position conti-
nuity of its business? Have you 
ever wondered what your supply 
chain security is?

Well, most probably you did. 
But maybe there are companies 
that need to focus more of their 
management efforts on ensuring 
the security of their complex sup-
ply chain, because suppliers are 
part of the same system in which 
companies deliver products and 
services to their customers. These 
systems are interconnected. So 
are the risks to these systems.

Risks do exist in any supply chain 
and could be related to social 
responsibility challenges, qual-
ity and safety gaps, legal and 
regulatory compliance, security 

problems, weather conditions 
and natural disasters, or terror-
ism. The tricky point is that once 
any of these risks appears in the 
supply chain and leads to a com-
promising event, it will be your 
company's image in the headlines 

of the news-
papers, brand 
name damaged, 
customers and 
 nancial result 

that may be 
strongly im-
pacted.

Some global 
companies 

already have learned from experi-
ence how far this can go. They 
have lost in terms of brand repu-
tation, customers' satisfaction, 
credibility and of course, millions 
of dollars.

Security of supply chains can 
be easily compromised, as long 
as not all risks relevant to it are 
identi  ed, assessed and properly 
managed to 
assure the re-
quired level of 
transparency. 
Supply chains 
scope and 
reach is usu-
ally so broad 
and sometimes 
expands over 
countries and continents, hence 
the process and analysis of risks 
gets complicated by the necessity 
to consider various different local 
speci  cs: cultural, legal, environ-
mental, political, economic, etc.

Based on proper supply chain 
related risks identi  cation and 
assessment, proactive Risk Man-

agement also includes measures 
aimed to ensure adequate opera-
tional control of risks to avoid 
undesired effects of their realiza-
tion. Some steps aimed at effec-
tive management of risks related 
to brand reputation of an organi-
zation are:

 Examination of the level of 
compliance of your suppliers 
with the Social Responsibility 
related requirements to mitigate 
the risk of brand image disrup-
tion, which can be caused by 
severe social problems found at 
your suppliers like, child labor, 
discrimination, risks to health 
& safety of workers, excessive 
working hours, non-payment 
of legal wages and other social 
problems)

 Assurance of the quality of 
products (products produced 
under the good manufacturing 
practices; Reliable Equipment & 
Machinery, Sustainable processes, 
Six Sigma Solutions; Reliable 
stock levels and delivery terms; 

Quali  ed per-
sonnel, etc.)

 Ensuring 
security of pro-
duction/ deliv-
eries (personnel 
security, plant 
security (access 
control, con-
tainer storage 

control, visitors control, informa-
tion access control and export 
logistics assurance)

The adoption of proactive ap-
proach to ensure supply chain 
security through risk manage-
ment is not easy but, we should 
start from somewhere and start 
before it's too late.
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